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Purpose of this Document

This document describes the process of installing the Aneka Cloud Computing Platform on Windows 7
basedmachineslt identifies the possibl@roblems that could arisand describes some of the possible
solutions to address these problemBarticular attention is given to the networking configuration of
Windows 7 and how to set up file sharesser AccountControl, and firewall configurationin orderto

have a proper setup working.

Aneka Requirements for Networking

Aneka is a distributed computing system which relies on simple TCP/IP sockets for communication
among nodesTherefore, to set up a simple Anekan@puting Cloud it is only necessary to enable TCP/IP
networking among the Windows 7 machines. On each of the nodes two ports need to beddpen
make Aneka related software accessible:

1 Master Nodeport 9000and port9090(usual setup for the installatioof the daemon and one
instance of the Aneka container).

1 Slave Nodeport 9000and port9090 (usual setup for the installation of the daemon and one
instance of the Aneka container).

9 Storage Nodeport 9000 port 909Q port 9091, and ports9092 ¢ 10000 (usual setup for the
installation of the daemon and one instance of the Aneka container, port 9091 is the port used
by the common implementation of the FTP server used by the storage sewde the port
range 9092; 10000 is used to serve the data transé®nnection$.

These ports constitute the standartetworking setup for Aneka nodesShould administrators change
the required ports during the installation process; the corresponding TCP/IP ports need to ledopmen
the firewall. Moreover, in casehere multiple container instances are installed on a single node, more
ports needs to be opead on the firewall (up to 2 more ports for each container instance in case of a
storage node). The installation of multiple daemons onto a single node is unusuahemdfote not
addressed.

Besides these ports, which enable a working system to interact with nodes, it is also necessary to
activate other services and provide appropriate administrative rights for installation purposes. In
particular theAneka Managementt8dio, which is the main console that is given to manage, install, and
control Aneka Clouds us&¥MlI libraries for remote installation and th&/indows File Sharingrotocol

to move binaries.
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Windows 7 Networking and Security

Starting from Windows Vista, igtosoft introduced several changes for what concerns the overall
security of the machine and the operating system in order to deliver a more usable and secure system
for navigating the Internet and being protected from malicious software applicationsddiis 7
implements and further refines these security policies.

The most relevant changes with respézia Windows XP setup are the following:

1 The absence dfiser AccountControl (UACYor applications.
1 Available network services activated by default.

The® facilities are those currently exploited by viruses and malware to access the operating system
services and install malicious applications. Unfortunately, Aneka requires the ability to remotely access
and install software in a programmatic fashion andréfore requires having some of the services that

are by default turn off activevith administrative access to the local and the remote node.

In this document we will discuss how to properly reconfigure a Windows 7 box in order to activate such
services ad install Aneka.

Troubleshooting Installation

The installation of an Weka Computing Cloud is a mtstep process that involves the creation of a
setup whose organization is depictedrigurel.

Worker

Machine

Aneka.2.0.msi

Figurel. Deployment Scenario.
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In a common installation the system will be composed by the following components: a client machine
where the Aneka Management Studio is deployed and which is used to manage and administer the

entire Cloud; a master node that whiost the Aneka master container, most likely with the storage

service instdéd on the same node; and a collection of worker nodes where the execution services of
the supported programming models are deployed. In the following we will illustrate howttgp ske
client machine, a master node, and then the slave nodes.

Client Machine Installation

The client machine is the first component that needs to be installed. Aneka provides administrators with
a simple MSI package available from the Manjrasoft Welgktte://www.manjrasoft.com/) to perform
the installation within a simple segnce of visual step&Vhile trying to run the installer on your local
machine the Windows security subsystem will ask you whether yesally want to execute the
application warning you thahe publisher has not been verifiedYou can comfortably press yes at this
stage and continue with the installation.

-

Open File - Security Warning

===

run this software?
MName:

Publisher:
Type:

From:

The publisher could not be verfied. Are you sure you want to

ChUsers\csve\Downloads\Aneka.2.0.msi
Unknown Publisher

Windows Installer Package
ChUsers\csve\Downloads\Aneka.2.0.msi

Run I [ Cancel

Always ask before opening this file

I T | This file does not have a valid digital signature that verifies its
@ publisher. You should only run software from publishers you trust.
= How can | decide what software to nun?

Figure2. Launching the MSI installer.

The second warng that can appear during the installation procéssvarning from the UseAccount

Control system that notifies you that the current program is trying to change the configuration settings

on your machine. Again, even in this célse MSI installelbeing he applicationt is natural to write in
GKS NBIAAGNE a2YS AYyTF2NXIGAZ2Y D
process (See Figure 3). In some cases it might happen that Windows 7 aborts the iiasiah
prematurely with an error message similar to the following:

The installer has encountered an unexpected error installing this package. This may indicate a

problem with this package. The error code is 2869.

¢ KSNBET2NB

iKS

As reported by the Windows Installer Documt&tion, error 2869 meangThe dialog [2] has the error
style bit set, but is not an error dialogThis is unlikely to be the real problenbut this error is generally

dza S N
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caused by some other errors which trigger this condition once the user interface ofstaller needs to

be displayed. In order to solve this problem, it is necessary to collect more information about the root
cause of the failure and this can be done by relying on the windows installer log of the installation. The
easiest thing to do iso re-run the installer from a batch file, which contains the following command
line:

msiexec /i c:\\Aneka.2.0.msi /L*vx C:\aneka.install.log

The installation lodile will contain, presumably in the last lines, evidence about the real error occurred
during the installation. This will help the user to solve the problem, which most likely is a configuration
issue.

The Aneka MSI installer will install a collection of components whihtallow administrator to deploy
Aneka based Clouds and develop application top of them. These componergeeinstalled undethe
<Programs Root>/Manjrasoft/Aneka.2 folder, if not elsewhere specified, and they are:

Documentation in terms of Tutorials and Manuals (fold2ocs.

Examples and demos to use for testing theafiation (folder:Examples

Administrative and design tools and SDK (foldeol3.

Runtime components such as a copy of the repository of the Aneka binaries (Rlddimg.
Miscellaneous files used by the software (folddisg).

=A =4 =4 =4 =4

Also the system wilupdate the registry that will featur¢he product Aneka 2.0 among the installed
software. The Start Menuwill be updated under thérogramsfolder with aManjrasoftfolder giving an
easy access to the installed software.

H User Account Control =

| iﬁl Do you want to allow the following program from an

~=* unknown publisher to make changes to this computer?

Program name:  Aneka.2.0.msi

Publisher: Unknown
File arigin: Hard drive on this computer
v Show details Yes H No

Change when these notifications appear

Figure3. User AcountControl Warning.

! The <Protams Root> directory normally maps @\Program Files or C\Program Files (x86)according to
whether the Operating System, hardware, or the installed application is 64 bit or 32 bit. Machines which have 32
bit hardware will only feature the @rogramFiled directory, while 64 bit machines running a 64 bit version of
Windows 7 will feature both of the two directory and will use theREogram Filésdirectory to install 64 bibased
applications, and the tProgram Files (x86Jirectory to install the32 bitbased applications. In this second case,
being a 32 bit application, Aneka will be installed in tHéigram Files (x86) directory.
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The first sign that the installation has been unsuccessful is that some (or all) of these components are
missing. Please referto the! Yy S{1 I H ®n L yavadildble bnlthieMadjisofDveddsite Sirider
the Downloadsection (ittp://www.manjrasoft.com/download/2.0/AnekalnstallationGuide.gdo check

that the proper file system layout has been deployed and all the required components desre
installed.

NOTE in case any unexpected error occurs during the installation process a lop file
containing the details of the installatiaa saved into the local temp directory that|is
C\WindowsaTemp. You will find a file named accordingly to thettqra
a! yS{ -MM-DD _HHVMM{ { @ in#hddirectory containing useful informatio
about the exception occurred during the installation process.

-

Once the installation has completed successfldlynch theAneka Management Studifrom the Start
Menu A rew folder namedManjrasofthas been created in the menu and within that foldkere is a
link to launch theManagementSQudio. The application is the starting point that is used to install all the
nodes that belong to the Aneka Computing Cloachm hereit is possible to remotely install software
(Aneka Daemon and Aneka Container) in all the nodes that are accessible through the network.

A User Account Control g

¢ Do you want to allow the following program from an
"%/ unknown publisher to make changes to this computer?

Program name:  AnekaULManager.ece

Publisher Llniknivesn
File ongin: Hard drive on this computer
¥ | Shaw details Yes | Mo

Figure4. UserAccountControl Dialog for the Aneka Management Studio.

As shown irFigure4, the launch of the Aneka Management Studio activates again the Alsmunt
/I 2y GNRBE YR AY 2NRSNJ (2 LISNF2N)Y | LINPLISNI Ayadlfft
continue the installation.

NOTE:t is strongly recommendedto launch the Aneka Management Studio by follow{ng
this procedure rather than activating the application by clicking on |[the
corresponding executable in the file systein this second case the applicatipn
might not have all the proper rights to perin the installation of software.

By using the Aneka Management Studio two types of installation can be perfototad:installation
andremote installation The local installations uses the same protocols as the remote installation, which
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relies on the Vihdows File Share protocol for transferring the installer binaries andwirelows
services API for installing and controlling services. The only difference between the two scenarios is the
fact that in case of local installation it is possible to relyaotocal repository to install the Aneka
Daemon, and consequently the Aneka Container instances, while the installation of software on the
remote nodes requires a repository that is accessible through the network by means 6T Bpeotocol

or the WindowsFile Shargrotocol.

If the installation is successful once the Aneka Management Studio will be launched the dialog box
shown inFigure5 will be shown on the screen. By default the installation of Aneka includes a local copy

of the repository containing all the libraries for installing any component of Aneka. As already
mentioned, this repository is located under theProgram RoottManjrasofi Aneka.2.0Runtime
\Repositoryfolder. The Aneka Management Studio automatically creatdscal repository for that
directory that is available under théneka Cloud/Infrastructure/Repositorigge path on the left panel

of the user interface. At the same time it asks the user whether he or she wants to export the repository

in another form File Share / FTP) in order to make such repository accessible froote@mdes. If the

user cannot use any other network repository, this step is fundamental to install the remote nodes.
CKSNEF2NE Al Aa ySOSaal NB ( 2FigudsSrheiopetatiod éan alsh ffe (1 K S
performed at a later stage by explicitly adding another repository. Please refer t@the/ S 1 | H®n
Ly adl tt %inbraeyto i dzahR &tils required to export a repository.

Local repositiry found Y
The Management Studio has found a local repository for
2 instaling Aneka Deamons

A local repository s only useful when instaling an Ancka
Daemon on the cument local machine. In order to install Aneka
on remote nodes, you must expose the local repository 1o remote
machines by prowiding the nght access credentials

Do you want to create a File Share’ repostory for remote
instaliations?

(f you choose No', you can always create one later)

Figure5. Local Repository Export.

Once the repository is exported it is possible to perform a preliminary check that the system is in healthy
conditions and thatt is properly functioning. Under th&neka CloudnfrastructuraRepositoestree

node it is possible to check how many repositories it is possible to use in order to install the Aneka
Cloud. If every operation has completed successfully the view should list two repositories one under the
Local group and another one under théeFshare (or FTP, according to which opti@sselected during

the export operation) group. Please note that whereas the name of the local repository is automatically

> The document is available on tHdanjrasoft website under theDownloadsection at the following internet
address http://www.manjrasoft.com/download/2.0/AnekalnstallationGuide.pdf
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generated, the name of the exported repository is selected by the user and might beediffrom the
one shown in the picture.

Repositories
This view shows all the reposttories available for the Aneka Cloud.

Repositories are important components of the system, since they provide a remote
storage for installing all the components of Aneka.

Local
. Local Repository - 128.250.25.30
File

' File Share - Aprella

Figure6. Available Repositories.

Figure6 identifies a successful export and a proper network configuratiotihe node. It is importantd
notice two things:

1 The IP address of the local repository is a valid IP addré®s.the term valid we mean an IP

address that is reachable from the external network. This is the optimal condition in which we

can work since it is a signal that there will not be problems atlthve level networking A
possible problem in this case is the use of any of the addresses in the 16@QZ846 subnet.

These addresses are in general automatically assigned by the TCP/IP module when a machine
that is supposed to receive its IP address fra®HCP server is not able to contact the DHCP

server.If the local repository reports an address that falls within the 169.264/16 network
the low level networking has not been properly set and both the local and the remote
installation might experiene problems

1 The File Share / FTP repository is not present in the viéwthis case the export of the local

repository has not been completed successfully and a useful thing to check is the internal log of

the Aneka Management Studio console in orderhave a better insight about the error
occurred while trying to export the repositorit. is important to notice that this situation is
most likely to happen if the local repository is reported having a 169.254.X.Y address.

These are the two major issues ah prevent a proper installation of the Aneka Cloud and in the
following two sections we will discuss a brief sequence of tips that can help in solving the problem.

169.254.0.0/16 IP Addressing
The use of private IP addressea @mmona sign that the nachine has not been able to configure itself

with proper network address. This condition occurs quite frequently in case of wireless networking
when the WiFi network does not have a very good signal and therefore the machine (most likely a

laptop) is not &le to contact the default DHCP serverhis condition might be intermittent, and the
operating system could later successfully resolve the IP address properly, but sincén¢ha
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Management Studidoes not constantly check the IP address of the machasting the application but

tries to resolve it when it detects the local repository. If in that instant of time the operating

system has

not yet resolved properly the IP addrese Management Studio will capture the invalid IP address.

This behavior wlilbe fixed in the next release of Aneka, but the current implementation does not

support the dynamic monitoring of the IP address. Therefore in order to fix this issue it is
apply the following fix.

TIPfor Solving the Private IP ddressinglssue

necessary to

Wait for an available network and until a proper DHCP address has been

assigned to the node before starting tieneka Management Studitf the

DHCP

server remains unreachable for a considerable amount of time it is also possible
- to automatically sethe IP address, the DNS server, and the default gateway in

the TCP/IP configuration settings in the Control Panel. In order

to provide

appropriate settings it is necessary to have a proper knowledge of the network
settings that are currently applicable iour network. Please contact your

network administrator to obtain this information and follow the steps indicated in the

Microsoft

Knowledge Base at the following addregstp://windows.microsoft.com/enUS/windows7/Change

TCPIP-settings

NOTE: the presence of a dynamic private IP addressnot always sign of inappropriats
networking conditions If your network has been specifically configured to h

a private network the given address will be sufficient to continue the other stey
the installation. This fix only applies in case the Windows 7 client machinieh

nve

that network addressand your Windows 7 machine has been installed to operatg in

s of

are not reachable by usgnthe dynamic private IP address.

Repository Export Failed
If the repository export operation has failed there might be different causes:

1 The local machine does not have a proper network setdjnis condition is mostly covered by
the previous case. It g be possible that the node does not have an IP address at all or have

an IP address that is not usable and makes the exported repository unreachable.

1 The selected external repository is different from the local machine and it is unreachable.
Again, thigs a networking problem that goes beyond the installation and configuration of Aneka
and it needs to be solved at networking and operating system level by contacting your network

administrator.

1 There are authentication issues with the external repositoryhere might be some security
settings which prevemstthe selected user for the external repository to authenticate with the
service.ln the case ofa repository exported through a Windows Share, Windows 7 will not
accept remote connections that do have ahd credential but the password associated to the
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user is blank.In this case, the underlying networking APIs will return back the gereral

code 1327 "Logon failure: user account restriction. Possible reasons are blank passwords not
allowed logon tour restrictions or a policy restriction has been enforc€ther possible errors

on the same line ar¢even though not experienced at the momégmtight be: 1326,1328, and

1329. These all maps to possible account restrictions that can be enforced diortein or on

your local machine.

g o~ i &) B
@Uv *d « Network and Intemnet » Network and Sharing Center » Advanced shaning settings - (0, I Search Con Fel
— L e ——— e — - - — N — S S N A =
each profile. -
Home or Work (current profile) A
Pk 2 N
Network discovery
When network discovery is on, this computer can see other network computers and devices and is
visible to other network computers. What is network discovery?
(@ Tum on network discovery )
Tum off network discovery
File and printer shanng
When file and printer sharing is on, files and printers that you have shared from this computer can
be accessed by people on the network,
(@ Tum on file and printer sharing )
L Turn off file and printer sharing )
Public folder sharing
When Public folder sharing is on, people on the network, including homegroup members, can
access files in the Public folders, What are the Public folders?
Turn on sharing so anyone with network access can read and write files in the Public folders
@ Tumn off Public folder shanng (people logged on to this computer can still access these
folders)
Media streaming
When media streaming is on, people and devices on the network can access pictures, music, and
videos on this computer. This computer can also find media on the network.
Media streaming is off. S
# Save changes Cancel |

Figure?. Printer and File Sharing Settings.

1 The Windows File Sharing has not been activated in the machine hosting the external
repository. If the selected repositorys exposed through a Windowsile Share on the local
machineit is necessary to activate the protocol for network printer and file sharisg that the
repository becomes actually reachabt@n Windows 7 file and printer sharing are turned off by
default as well as the network discovg, these two options allow the machine to be more
secure by nor sharing any possible resource neither being visible to others nor seeing other
computers in the network. lorder to activate network discovery and file and printer sharing it
is sufficient b apply the following steps:

0o SelectControl Panefrom the Start Menu
0 SeleciNetwork and Internetfrom the Control Panel.



Windows 7¢ Aneka Installation Troubleshooting Guide

o SelectNetwork and Sharing é€nter from the Network and Internet page.

0 SelectChange dvanced sharing settingfrom in the link menu o the right side of the
page.

o Inthe page that is displayed select the following optidnsn on network discovergnd
Turn on file and printer sharing

Figurel shows how to properly configure these options. You might also wanheck further down in

the page what are the configured settings for tRassword protected sharingthe correct option

should be:Turn on password protected sharigy ! &G GKS SyR 2F (KSSa®2y TA 3d:
OK I y Buign ¢

A quick test to verif if the Windows File Sharing is working properly is using the Windows Explorer and
type \\MachineAddres$C3 in the address bar, wher®lachineAddresshas to be replaced with the IP

of the machine or its computer/DNS name. The IP is, in general, thst gftion. If this test fails the
Printer and File Sharingervice has not been properly activated and there might be needed additional
operations to perform. Please contact your system administrator to solve the issue.

4§ Aneka Cloud Management Studio lﬂﬂﬁ
File View | Settings | Help
=@ AnekaCl Log Listener Port ibewri
Iré i
4 “ _m: Console Log Pr Visible g avalabla forthe Anaka Coud.
| - ) components of the system, since they provide & remate
q Machine Crederlials » | Debug l tre eris of Aneka
== s, Ingtalied Machinag —
4 Unnstalled Machines Lol Info
B Access Denied Machines | | ¥ | Waming £0.29.30
=l Cortainers Bl Error
= Magter Corainers File [T
iy, Quarantined Containers ¥ | Fatal
48 Ophan Container il Check all
Aneka Cloud Management Studio = Log Console E
God | Plan Tex
Level Source Wessags Time: =

0 Anaka. Ul Manager ConzoleFom:CheckR... Checling local repoeitiory flo... | 1762011 7:36 PM
&3 Aneka. Ul Manager ConsoleForm: CheckR... | Checking local repasitory [da... .l.-'ﬁ.’?ﬂﬂ T36PM
| T] Aneka Ul Manager CongoleFom (CheckR.,.  Checking local repasiory [oo. ., | 1762011 7:36 PM
Anaka. |l Manager ConsoleForm: CreateD)... Creating Map File forthe LO... .1.-"5\-'21]11 736 PM
Areka Ul Manager ConsoleForm: CreateD..  Cresting Map File forthe DA, | 1/6/2011 736 PM
Anaka. Ul Manager ConsoleFom: CreateD... Creating Map Rle forthe CO... .I;'ﬁ-'?ﬂﬂ 736 PM
Aneka. Ul Manager ConsoleForm::DoAddR... | Added Repostory [Fle, '012. .lr“ﬁ.’}.)ﬂ'll T52PM
Aneka Ul Manager ConsoleFom: CraateD)., ... | 162011 752 PM

m

& No Exception

Figure8. Displaying the Log Console.
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Fortunately, theAneka Management Studiprovides an integrated system for logging all the internal
operations that performs while managing repositories, machines, daemons, and contdineascess

the information logged byhte Management Studio it is sufficient to seléioe Settings-> Log Console
Visiblemenu item as shown in, and to look for entries that have@ning iconor the red cross icon
These entries identify potential problems and errors. If the underlyiigdows Networking APls have
reported an error code, this code is reported in the entry or, alternatively a descriptive message is
displayed. This information is the first reference to start from in order to identify the real cause of the
failure of the eyort operation. The possibly reasonable eg@odes together with their descriptions are
reported in the following table.

TIP for Solving the Repository Exported Issue.
Since there might be several causes that can contribute to the failure of the export
operation it is necessario identify what might be the specific causi your case.

== Windows System Error codamight be of help in this sense.

Tablel. Relevant Windows System Error Codes.

Code Constant HEX  Description

53 ERROR_BAD_ NETPATH 0x0035| The network path was not found.

65 ERROR_NETWORK_ACCESS_Ij 0x0041| Network access is denied.

67 ERROR_BAD_NET_NAME | 0x0043| The network name cannot be found.

1210 | ERROR_INVALID_COMPUTERN 0x04BA| The format of the specified comper name
is invalid.

1212 | ERROR_INVALID_DOMAINNAN 0x04BC The format of the specified domain name
invalid.

1214 ERROR_INVALID_NETNAME 0x04BE The format of the specified network name
invalid.

1215 ERROR_INVALID_SHARENAN 0x04BF| The format of the gecified share name i
invalid.

1216 | ERROR_INVALID_PASSWORDN 0x04C0| The format of the specified password
invalid.

1326 ERROR_LOGON_FAILURE | 0x052E| Logon failure: unknown user name or b
password.

1327 | ERROR_ACCOUNT_RESTRICT 0x052F| Logon failure user account restriction
Possible reasons are blank passwords

allowed, logon hour restrictions, or a poli
restriction has been enforced.

1328 | ERROR_INVALID_LOGON_HOL 0x0530| Logon failure: account logon time restrictic
violation.

1329 | ERROR_NMALID_WORKSTATIO| 0x0531| Logon failure: user not allowed to log on

this computer.

1330 ERROR_PASSWORD_EXPIRI| 0x0532| Logon failure: the specified accou
password has expired.

11
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It is possible to classify the error codes in three major classes, wiaalepresented by three deérent
color bands in the table:

1 Errorcodes53, 65, and 67 generally identify networking problems and might be related to lack
of a proper assigned IP addresstbe fact that the Printer and File Sharing protocol is not
properly configured or turned off (NOTE: the settings in the Windows Firewall might also
constitute a problem).

9 Error codes 121x mostly identify a typing error while entering the network path or the user
credentials.

9 Error codes 13xx refer to the specific sétsecurity policies that are enforced on the machine
where the repository is hosted (the local machine if the local repository is being exported to be
accessible from other machines or a remote machine if we have selected a different machine
where to expot the repository).It is important to notice that the error code 132is pretty
common and refers to the use of a valid user that has a blank password.

It is also possible that other kinds of error may occur in this case. Please refer to-line telp d the
Microsoft Development Network that provides a detailed listing off all the error codes that might occur
on a Windows system together with a description of the problem. This help is accessible at the following
address:http://msdn.microsoft.com/enrus/library/ms681381(v=VS.85).aspkhis link is also accessible

by selecting theéHelp-> Troubleshooting> Windows System Error Codesnu item in the Management
Studio.

Daemon Installation

Installation of anode involves the deployment of the Aneka daemon on the machirtés operation
requires that the Aneka Management Studio has sufficient information and permissions indeuser
credentials and administrative rights to logo the machine and complete the installatidhis possible
to have two installation scenarios:

9 Local installationtocal installation can leverage a local repositdtys important to notice that
the local repository will not beconsidered usable foa local installation if there is a mismatch
of the IP addressin particular if we are installingn a local machine and the repository is
reported having the 169.254.X.Y address, while the local machine exhibits a different IP the
selection of the locatepository will not be possible. In this case it is still possible to perform a
local installation but it will be necessary to perform one of these two operations:
0 Add another local repository with a proper IP.
0 Use a different type of repository (File Skar FTP) to perform the installation on the
local machine.
These two solutions can help in solving the IP mismatching problem.
1 Remote installationthe installation ; a remote node involves the use of a repository that is
accessible through the networRherefore it is necessary to have installed in the Management
Studio a File Share or an FTP repository.

12
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Figure9 displays the additiorof a machineto the Management StudioThe figure shows that the
machine does not have anpneka Daemoninstalled. The machine is the computer where the
Management Studids installed and the log shows the sequence of steps thaMhaagement Studio
has performedn orderto check whether an Aneka Daemon was installed in the compuitez.entries
displayedin the log console refer to the following operations:

1 Addition of the machine information into thglanagement Studidfirst line).
1 Ping of the Aneka Daemon Service at the default addteggi<IP>:9000/Anekdsecond line).
1 Result of the ping ggration (third line).

TheManagement Studi@lso tries to log into the remote machine in order to perform a more reliable
check and looks for the presence of a specific Windows service éailekh::Daemon If the service is

not present the Aneka Daemon et installed on the machine and the view displays a big red round
icon with a white cross to identify a successful connection to a machine with no service installed. This
information is also reported into theLog ConsoleAy (G KS (GKANR fRBYS: 27
[SERVICE_NOT _INSTALLED. ErrorCade: 0]

48 Aneka Cloud Management Studio = B £
File View Settings Help
=@ foeka Cloud | Instalied Machines
=1 frzsinucture :-J Thi view shows all the machines where the Aneka Daemon has been installed

= Hmﬂ?““"f“ The machines with the blue screen idertify an actve Anela Daemon, while machines with a black screen identifty nodes there the
i Machine Credentials Aneka Daemon service has been stopped

», Instaled Machines
© Unnstalied Machines Aeom 535

R - L

Aneka Cloud Management Studio :: Log Console |E|
God | Plain Temt |

1772007 1046225 AM - Debug - Anelka. LIl Manager Conscle Form:-DioAddDasmon :: New Aneka Dasmon machne 128.250.29.30 has been added.
17772011 10:46:25 AM - Debug - Aneka. Ul Manager Conzole Form:-PingMachine :: Pinging Machine 128.250.29.30; Win32 for tep://128.250 29 305000 dzemon .,
VTF2001 10:46-25 AM - Debug - Aneka Ul Manager Conscle Form:-PingMachine :: Pinging Machine 128 250 28.30: Win32 RESULT: [SERVICE_NOT_INSTALLED. EmorCode: 0]

No Exception | fol ] =)

Figure9. Aneka Daemon Check: Service not Installed.

If there are any problems in connecting to the machine, authenticating with the security system, or
checking the service instatlon there will be a different icon displayed and the log console will present
additional information to explain the reason of the failure. Possible cases are the following:
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Machine Unreachable

This case ideniis the condition in which th&lanagementSudio has not been able to reach
the machine. Generally it identifiesn@twork problemand looking at the entries in the log for
Windows System Error Codes will help in determining the nature of the problem.

Authentication Erroror Permission Problems

This case identifies the condition in which thdanagement Studichas discovered the
machine in the network but the given credentials used to log in and verify the installation of
the Aneka Daemon are incorrect or the associated user does not have enouglsgiens to
perform all the required operations. This condition is most likely symptomeofnission or
authentication problems Also, since théeManagement Studiauses WMI to interact with
Windows Service APIs there might be problems associated with ghmigsion in accessing
these services.

Unknown Problem
“ This case identifiea series of problems that could not be further identified most of the
= cases the Log Console reports the specific Windows System Error Code that occurred if any
and looking upn the Microsoft Development Network might help in solving the problem.

NOTEwe havenot mentioned the cases in which the AneRaemon Service is installed. |n
this case, two possible icons might appear according to the status of the service. If
the servce is running there will be shown a computer screen gloownwith a light
blue screen, if the service is stopped the color of the screen will be black.

TIPfor Solving the Connection and Authentication Problems

The Log Consolés the primary source ofinformation in order to deal with
connection and authentication problems. ThHdanagement Studiotries to
classify the errors returned by the underlying Windows APIs and to provide
additional contextual information that might be useful to provide a solutto

the problem occurred. At this stage there might be two potential problems:
networking and authentication settings in the current and the remote machine
that prevent a proper course of action.

ri

Troubleshooting Connection Problems

Connection problems, saalready mentioned, are often originated by improper networking settings
between the machingwe want to connecto and the client machine where thHdanagement Studids
installed.One of the first things to check in Windows 7 is to see whethefNidisvork Discoveryoption

is turned on or off

14
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Simple Fix:Activate Network Discoveryln order to make a machine visible on the network it i
necessary to activate the network discovery option in Hetwork and Sharing Centérhis option is
available under theNetwork and Internepanel in theControl PanelSeeFigure? for more details
about this. Remember that this option has to be turr@dboth the client machine and the remotg
maching since it controls both the reachability dfi¢ single machine and also the capability
discover other computers.

Another way to check that the machine is visible and accessible through the network is checking the

|Z] Local Group Policy Edrtor

File

4

. Action
o« 2E XS = H

| Local Computer Palicy

View Help

4 & Computer Configuration

Software Settings
1 Windows Settings
| Name Resolution

-

| Scnipts (Startup/SH o

== Deployed Printers

4 35 Security Settings

4 _g Account Polici
i Password F
g Account Le

q Local Policies
& Audit Polic
g User Rights
i Security Op
F] Windows Firev
& Windows F
Metwork List b

F

Policy

Security Setting

Access Credential Manager as a trusted caller

Access this computer from the network

Act a5 part of the operating system

Add workstations to
Adjust memory quof
Allow log on locally
Allow log en through
Back up files and dirg
Bypass traverse ched
Change the system t
Change the time zon|
Create a pagefile
Create & token object
Create global objectd
Create permanent sh
Create symbuolic links
Debug programs

Everyone Administrators, Users, Backup Operators

Mocess this computer from the network Properties

=)

Local Securdy Setting Eseplain |

i' Access this computer from the network

Adminisirators
Backup Operators
Eweryona

Lsers

Add User or Group... Re
Modifying this satting may affect compatibilty
L. and appications

[2:B23659)

o ||

For more information, see Access this computer from the network

m

with clients, services,

Cancel i

Figurel0. Access This Computer From Network Policy.

LocalSecurity Policies on the machiaadverifying that the proper policy is set. It is necessary to check
% K S KSAte§sKh® camputer from the netwémpolicy includes the proper user groups and that
the user we are using to access the machine is dsdun one of these groupssAhown inFigurelO,

by default the Windows 7 configuration includes the following groups:

=A =4 =4 =

Administrators
Backup Operators
Everyone

Users

15
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These groups should be enough to ensure that the machinecesaible through the network since the
credentials provided should map a user belonging toAldeninistratorsgroup.

Other elements that might influence the connectivity among machines are:

1 Settings of the Windows Firewallhis phase does not requiggening any specific port and the
only turning onNetwork Discovery option should be sufficient, but by looking at the Windows
Firewall it is possible to see whether any specific policy has been actiiafgevent remote
authentication.

1 Proper DNS setting&nsure that the machines are properly registered on the local DNS if they
are accessed by name.

For any other kind of errarthe major source of information is the Microsoft Developer Network and
especially the Windows System Error Codes table.

Troublesho oting Authentication Problems

As already said there might be several causes for an authentication failure. The most common reason is
the use of wrong credentials (Error Code: 1326). In this case the information reported by the
Management Studiés displaye Figurell.

4 Aneka Cloud Management Studio = B =
Sl o s R Machine - 128.250.20.16 E
=@ Ancka Cloud Access Denied and Other
Infrastruct Machine
- _ER u'a | 5 This view shows all the machines that cannot be reached. for Pl Wi
- epositarie: You can right cick on each machine 1o have a better insight atform indows
& Mochine Cn probiem. IP Address: 128.250.29.16
Insaled Mz
6 oty Default Status: Bad Crederntials
) Access Der Credentisls;  unkrwon_user pL
q 1282502916
&8 Contaners =. Daemon Service
= Master Cort Home: [Mot Available]
i, Guarantine; End Point:  1cp://128.250.29.16:9000/dasmen
&8 Crmphan Car
-y . Emor Code: 1326
Message:
Logen falure: unknawn user name or bad password
Lo ]
!
Aneka Cloud Management $tudio = Log Console E
Gnd Plain Text
172011 10-46-25 AM - Debug - Aneka Ll Manager ConsoleFomm: DoAddDaeman - Mew Anekia Daemon maching 128.250.29.30 has been added. -
172011 10:46:25 AM - Debug - Aneka. Ll Manager ConsoleForm: PingMachine :: Pinging Machine 128.250.29.30::Win 32 for tep /128 250 29.30: 5000/ daemon
1772011 10:46-25 AM - Debug - Aneka_Ll.Manager ConsoleForm::PingMachine : Pinging Machine 128250 29.30::Win32 RESULT: [SERVICE_NOT _INSTALLED, EmorCode:
i
1772011 12:17-55 PM - Debug - Aneka_ Ll Manager ConsoleForm: Do AddDiaemon - Mew Aneka Daemon machine 128.250 2916 has been added. =
1/ QDH 1217 5!' P\d Diebug - -’reka Ll I'-la"agaCnnsda?rrr' ng\damne Pr‘gng I\'Ia:hne 123 250. 25 15 'n'n]!fcrlcp 12! 25!]2‘3 15 BOOD,daemnn
17 A - - Q o) gMachin hil EmarCods ¥
’?‘ZD‘I] 1218 4"" P\1 . ﬂreka L I'1a'angon9de- ::Png“acﬂne Prqng I'\'Iad'!ne 123 25!:- 29, 15 Wn]Ztcrlm 'IZ! 25029 15 BOUD.rdavnon
1772011 121301 PM - Debug - Aneka Ul Manager ConsoleForm; PingMaching :; Pinging Machine 128.250.29.16;Win32 RES'JLT [EAD_CREDEMNTIALS, EmarCode: 1326] ) -
‘l # Mo Exception o H )
T —

Figurell. Bad Credentials.

By selecting Properties on the context menu displayed by right clicking on the node, we can have
information about thelatest error occurred while interacting viitthe machine. The dialog shows the
current status as the machine &ad Credentialand by clicking on the warning icon on the right of the
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status it is possible to expand the dialog and see the additional details of the error such as the Windows
System Eor Code and the description of the error. This information together with a possible exception
occurred while performing the operation can be copied on the clipboard by clicking on the page icon on
the right of the error code. Also, tHeog Consoleeports the same error as shown.

Simple Fix: Change Authentication Credential$is operation can be performed by simply clicking
onthekey iconz2y (G KS NRIKG 2F GKS dzaSNJ yIYS RAkLE I @ SR
Credentials from the context menuisplayed for the machinét is important to provide valid user|
credentials that have administrative access to the nade

Another problem that might occur in connecting to a machine with a valid user is the useaot@mt
with a blank password This migt cause a failure in connecting to the machine by reporting the error
code 1327. It is highly discouraged to hawany account with a blank password, whether they have
administrative power or not, also it would be appropriate to have a strong passwore@niayg an easy
guess of it.

Simple Fix:Use Secure Password AuthenticatioBrror 1327 is mostly generated by accessing a
remote machine (or the local one through a network protocol) with a valid user having a pblank
password. To prevent the error it is fiagfent to change the password settings of the user and
provide a password.

”

.| Local Group Policy Editor —. e - e—aaes X
File Action View Help
oo 2EIXE = B
[ Local Computer Policy * || Policy . Security Se *
4 # Computer Configuration Accounts: Administrator account status Disabled :
> f‘?::::;ef::t‘::\gg;s Accounts: Gurst account status Disabled
Scripts {Startup/Shutdown] = Accounts: Rename administrator account Administrz
pe Deployed Printers Accounts: Rename guest account Guest
¥ 5':1 Security Settings Audit: Audit the access of global system objects Disabled
4 [ Account Policies Audit: Audit the use of Backup and Restore privilege Disabled
4 Password Policy Audit: Force audit policy subcategory settings (Windows Vista or later) to ... Not Define
4 Account Lockout Ps Audit: Shut down system immediately if unable to log secunity audits Disabled
4 | g Local Policies DCOM: Machine Access Restrictions in Security Descriptor Definition Lang... Not Define
4 Audit Policy DCOM: Machine Launch Restrictions in Security Descriptor Definition Lan... Not Define
4 User Rights Assignn Devices: Allow undock without having to log on Enabled
g5 Security Options Devices: Allowed to format and eject removable media Not Define
« [ Windows Firewall with Devices: Prevent users from installing printer drivers Disabled
P Windows Firewall w _ Devices: Restrict CD-ROM access to locally logged-on user only Not Define .
4 m 1" troe .' « n »
\

Figurel2. Local User Blank Password Policy.

If you are installing the daemon on a local machine it might be possible to access the node with a blank
pasword. This Option is controlled by a security policy that is by default activated on Windows 7
installations. In order to check the status of this policy, runghedit. msaccommand from the command
prompt. This shortcut activates theocal Group Polidyditor, which is a user interface that controls the
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policies that are applied on the local machike. shown orFigurel2, the policy is enabled. If the policy
is marked as disabled it is possible to right click on the selecteditid change the settingto 9 y I 6 f SR €

Fixes for what concegmthe other errors displayed iffablel, errors 1328,1329, 1330 are associated
with policies associated with the user account used.

Daemon Deployment
The installationof the Aneka Daemon involves the copyinigthe libraries from the repository to the

specific installation path on the remote/local machine:
\\<IPXC38Program FiledManjrasofd Aneka.2.0RuntiméDaemon

This operation on a Windows 7 deploymenay fail, for security reasons; more specifically, because of

the default settings of the User Aczint Control (UAC) The scenario of a local installation involving the
deployment of an Aneka Daemon on the local node is shoviginrel3. Asdepicted in the figure, the
installation has not been successful and the icon of the machine did not changed from its previous state.

By looking at the entries in theog Consolé is possible to identify the reason of the failure with the

entry labeledvk 1 K I NBR ONRaad .& OfAOlAy3a 2y G(GKS a{K2g
exact nature of the problem: the process that is performing the copy of the libraries is not able to write

in the location indicated.

% Ancka Cloud Management Studio f Errar il =8 P
File View Settings Help .| Exception Details I
@ Ak Cloud Uninstalled Machi X
. 'fmi':f:r:w o Ths vew shows ol e - daeman service rataled.
i@ Machine Cn ouesn s b 1 Coliapee..
O twasted | Foom33 Y]
| o Acoeas Der 1282502930 B Miac -
- Corflainers Diata (Callection)
Aneka Cloud Management Studio = Log Console Help Lirk |L¢
5 nnerExoaption E
Gnd | Plain Ted Magsage ' [Acoess ta the path “\\128.250.29 30\CS\Program Fiea\Manjrasaft\ineka 2.0\ Funtme \Daemon ia danied. |
Level Saurce | Sourm_ [“ = l
Aneka. Ul Mansger ConsoleForm DUMdDﬂ‘T Tamet Saa il W ,{LN” 10:46 AM
Anedca. Ul Manager ConsoleFom: PingMact Data 72011 10:46 AM
Aneka. Ul Manager Consale Fom: PingMact y :"L"Z{H 110:45 AM
Anekea Ul Manager ConsaleFam: DoAdd Dapm ;’1"201 11Z17FM
Fneia. Ul Manager.ConsoleFom: PingMact 3 7 20111217 PM r

Aneka. Ul Manager ConsoleFom: PingMachine  Pinging Machine: 128 250 23,16 Win32 RESULT: [BAD_CREDENTIALS.... | 1/7/2011 1218 PM

Anedza. Ul Manager. ConsoleFom: PingMachine Fingng Machine 128.250.29.16:Win32 fortcp=//128.250.29.16:3000/da... | 17772011 1218 FPM

Aneka. Ul Manager ConsaleFom: PingMachine  Finging Machine: 128 250 25 16-Win32 RESULT: [BAD_CREDENTIALS.... | 1/7/2011 1215 PM

Anesa Mang oneni=Fom - Dolnstal Dz [read Syee =adng sad inetaling Ansls Aneks Daemonon Ma 152011 357 PM

Aneka. Ul Manager ConsoleForm:Doinstalilize...  Failed to install Aneka Daeman for 128.250.29.30 due to exception ¢ at . 1/7/2011 357 PM

Aneca Ul Manager ConsoleFom: DoinstallDae... | Thread:: Systgm. Threading Thread Fing Machine -> 128.250.29.30 1/7/2011 357 PM

Anedca Ul Manager ConsoleFom: PingMachine Fingng ine 128 250 29 30-Win32 fortcp-//128.250.29.30:9000/da .. | 1/772011 357 PM

Aneka Ul Manager ConsoleFom: PingMachine  Finging ine 128 250 29 30-Win32 RESULT: [SERVICE_NOT_INST... [ 17772001 3.57 PM -

peka ) nzoer CongoleFom DoinstalDae

4

Figurel3. Daemon DeploymenFailure Scenario.

18



Windows 7¢ Aneka Installation Troubleshooting Guide

This problem normally occurs with the default settings of the UAC. The easiest fix for the error is to
reduce the notification level at minimum in the UAC panel. In order to access the UAC panel, it is
sufficientto enter the UAC acronym in the search bar of the Windows 7 start menu or alternatively:

Open theControl Panel
SelectSystem and Security
SelectAction Center

SelectChange User Account Settings

= =4 =4 =4

In both cases the dialog displayedRigurel4 will pop up. As shown in the figure, the normal level of

security is set toad 5 S Fg-bd2fGiA T& Y S
necessary to reduce the notification Evto the minimum.

2yt e

6KSY LINRIANI Ya .0iNE

Simple FixRedwe the UAC Notification Level to the

machine where it is installing the Aneka Daemon.

Change User Account Control Settinggon in theAction Center

MinimunThis operation allows the process

initiated by the Aneka Management Studio to have write permissions on the local or remote

This operation is performed byirsgldu

The operation requires you taestart the machine where you want to apply the changeklence, in
order to continue the installation it is necessary &boot all the machines that & to be added to the
Aneka Computing Clowadter applying the changes in the UAC settings

H¢ User Account Control Settings

Tell me more about User Account Control

Bharays notify

c h.lrgn to my computer

settings

familiar websites.

Mever netify

Choose when to be notified about changes to your computer

User Account Control helps prevent potentially harmful programs from making changes to your computer.

Default - Notify me only when programs try to make

*  Don't notify me when [ make changes te Windeows

) Recommended if you use familiar programs and visit

ESE)

ok || Canca |

Figurel4. Changing the UsefccountControl Settings
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Once we have performed the operation, we can repeat the deployment process andhstieer the
installation is successfulince we have completed the process the condition should be the one reported
in the figure below.

-

“g Aneka Cloud Management Studio =SNG X

File  View  Settings Tools Help

4@ Aneka Cloud Installed Machines

=44 Infrastructure

W‘ =R tori :’J This view shows all the machines where the Aneka Daemon has been installed.
eposiones The machines with the blue screen identify an active Aneka Dasmon, whils

Machine Credentials machines with a black screen identify nodes there the Aneka Daemon service

Room 535

-4 Uninstalled Machines

i M} Access Denied Machines
Brg Containers

[#-#= Master Cortainers

/by, Quarantined Containers
L &8 Orphan Containers

_-J 128.250.29.30

Figurel5. Successful Daemon Installation.

NOTEthe User Account Settings need to be kapthe minimum level (Never Notifygven
after installing the Aneka Daemon and the container. If we turn the notification Ipvel
to the default level at the next reboot of the machirntae machine will appear a
uninstalled even though the servibasbeenpreviously installed.

UJ

The daemon gets installed as a Windows Service and listens to the port specified during the installation.
This port needs to be open in the Windows Firewall in order to perform all the necessary operation to
deploy containers. The Eivall is accessible under ti@ontrol PanelSystem and Securitgb.

Advanced UAC Configuration

The method previously described reduces the overall security of the operating systach is not a
really good solutiorin a desktop environment where the machines are exposed to the public network
and are usd for other purposes other than workload processingis therefore more appropriate to
finely tune the security of the systems by aating only the minimum privilegsrequired by the Aneka
Management Studio to perform remote management. This operation is performed by directly
controlling the seurity policgesthat affect the UAC settings.

The major problem faced with remote management is granting administrative access to the remote
machine. This operation is by d@eilt blocked In order to activate such a feature without shutting down
the entire security settings provided by UAC it is neagssa modiy the registry and entenew key
settingsunder the security policies:

1 Key PathHKEY_LOCAL_MACHBE-TWARHRIcrosoft Windows CurrentVersiorPoliciesSystem
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1 DWORMName:LocalAccountokerFilterPolicy
1 DWORDvalue:1l

Figurel6 shows how to add the required DWORD valu¥ter the change it $ necessary to reboot the

machine.

r@" Registry Editor = | B ||
File Edit View Favorites Help
4 Policies “ || Name Type Data
| Attachments 5] (Default) REG_SZ (value not set)
fg'_&]ConsentpromptBeha\riorAdmin REG_DWORD (000000000 (0)
MptBehaviorUser REG_DWORD 000000003 (3)
v REG_DWORD 000000000 (1)
» . Propert oy ¥ REG_DWORD 000000001 (1)
| Reliabil String Value REG_DWORD 0:00000000 (0)
o [l Renam Delete Binary Value REG_DWORD 000000001 (1)
<Ly Run Rename DWORD (32-bit) Value REG_DWORD 0:00000000 (0)
...... | RunOn - REG_DWORD 000000001 (1)
oo Setup Export QWORD (64-bit) Value REG_DWORD 0x00000000 (0)
______ | Sharedl Permissions... Multi-5tring Value REG_SZ
- 1, Shell Ex Expandable String Value REG_SZ
5~ ShellCa Copy Key Name T PromptOnsecureDesktop REG_DWORD 0x00000000 (0)
------ . ShellServiceObjectDelayload 24| scforceoption REG_DWORD 000000000 (0)
- Ly Sidebar 24| shutdownwithoutlogan REG_DWORD 0x00000001 (1)
. SideBySide || % undockwithoutlegan REG_DWORD 0:00000001 (1)
i~y SMDER |E| 24| ValidateAdminCodeSignatures REG_DWORD 0:00000000 (0)
o sMmi — | ("% LocalAccountTokenFilterPolicy REG_DWORD 000000001 (1) )
------ J StructuredQuery I o
J Syncmgr
) SysPrepTapi
------ | Tablet PC )
] Telenbons - (|« 1 }
Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Pelicies\System

Figurel6. Adding theLoalAccountTokenFilterPay DWORD in the Registry.

About LocalAccountTokenFilterPolicy

Since the introduction of UAC in Windows Vista security system has dramatically
changedwith the aim of having a more secure opéing environmentfor desktop
computers. In particular specific restrictions have been introduced for what
concerns the remote administratioof desktop machines and the ipileges that a
local administrator hasOne of these resictions concerns the rights that are
assignedto an administrata account while connecting from a remote machine.
With the new security in place this scenadoes not give to the account full control
over the machine, which it would have been otherwise granted in case of an
interactive logon thraigh the user interfacer through the RemoteDesktop and
Remote Assistanceervices.

NOTEThe seenariodescribed abovapplies only in the case the selected accoign local
account in case of a dmain user which belongs to th&dministrators group, the
administrative connection will be granted with [fuadministrative privilegesThe
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reasonsfor this difference are quite intuitive: in case there is a domain the machine
is supposed to be remotely managed by administreiand thesecurity policies that
control access to the remote machirse defined at domain level; in case of a single
computer we fall into athome desktogg scerario where remote administration i
more likely a hole in the security.

Troubleshooting the Windows Firewall

Another component of the Windows 7 security infrastructure that preveftgka from havingproper
network connectivity is th&VindowsFirewall. The settings configured in tiiéindows Firewalimpacts
on the following aspects:

1 Network Printers and File sharing.
1 Remote access to the windows box.
1 Aneka Daemon and Aneka Container reachability.

Activating the network discovery and the printers and file sharing will ultimately introduce rules into the
Windows Firewalthat cover the first two aspects of the above list. A manual setup is required to
activate the network connectivity fahe Aneka Daemoand the Aneka Container.

r * — ™~

@Ov!ﬂ‘ » Control Panel » System and Security » Windows Firewall v |4 | Search Co ol

Control Panel H : .
RS~ Help protect your computer with Windows Firewall

Allow a OGS OF festure o Windows Firewall can help prevent hackers or malicious software from gaining access to your computer
through Windows Firewall through the Internet or a network.

% Change notification settings How does a firewall help protect my computes?

% Turn Windows Firewall on or What network locations
off

I o Home or work (private) networks Connected A

% Restore defaults o
% Advanced settings Networks at home or work where you know and trust the people and devices on the network

Troubleshoot my network
Windows Firewall state: On

Incoming connections Block all connections to programs that are not on
the list of allowed programs

Active home or work (private) networks: BE  Network

Notification state: Notify me when Windows Firewall blocks a new
program

l 0 Public networks Not Connected (¥

Action Center

Network and Sharing Center

Figurel?7. Windows Firewall Panel.

There are several options that cae kuned in order to allow the Aneka Daemon to properly function
and receive requests:
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1 We can enable the program to pass through the Firewall.
1 We can enter a rule to open a port in the Firewall.

The first solution allows a specific program to use the nekivigy without any block from the Windows
Firewall. This operation does not open a specific pbrt rather does not block any inbound or
outbound connection related to the process that has been enabled. In order to select this option it is
necessary to sett the link indicated in th&igurel?7 and labeled with 1. This link will activate the panel
shown inFigure 18, where the user can select an existing program and the wizard will create the
appropriate ules to enable the connectiyitto and from thatapplication.

P C - - .
Q\‘)v W » ControlPanel » System and Security b Windows Firewall # Allowed Programs v | 43 || Search Con... 0

Allow programs to communicate through Windows Firewall

To add, change, or remaove allowed programs and ports, click Change settings.

What are the ricks of allowing a program to communicate?

Allowed programs and festures:
Mame Home/Work (Private) Public *
[ BranchCache - Content Retrieval (Uses HTTP)
[ BranchCache - Hosted Cache Client {Uses HTTPS)
L hemedhorsss —gmiiomareglergscao b A
Select the program you want to add, or chck Browse to find one that is not
isted, and then chdc OK.

r
Add a Program

Programs:

iy Build Notifications -
I, Create a System Repair Disc
@& Dotfuscator Software Services

¥ Free DVD IS0 Maker

- Free DVD 150 Maker Home Page
87 Fusion Log Viewer

\_’f Google Chrome

B GUID Generator

F IL Disassemibler

4 Import and Export Data (32-bit)

fj Instal Microsoft FXCop =

oooooo®mODbOOooOoono

F 0000ORO®ROOOOO

Allow another program...

Path: C:'Program Flles\Mirosoft Vieual Studo 10.01

What are the risks of unbloding a program?

You can choose which network location types to add this program to.

Network locabon types...

Figurel8. Unblock a Program.

Figurel8 shows how to add a program to the set of applicatiaiready displayed in the list. In our case
we need to locate the Aneka Daemon executable by clickingNR & ia thexAdd a Prograndialog

box. Figurel9indicates the location of the executable. Once the program is selected it is possible to add
it to the list and then select the appropriate checkbox in order to enable the connectivity to and from
the application in a specifivetwork: Home/Workor Public Most likely, the appropriate option to select

is Home/Work
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AR
GQ.\?. Control Panel » System and Security » Windows Firewall » Allowed Programs <431 Search Con.. P |
low programs to communicate throus indows Firewal
All ¢ te thi h Windows Fi Il
o Browse e e v — ——— . —
(&9 [& c{LoulDisk(C:) » Program Files » Manjrasoft » Aneka.20 » Runtime » Daemon »J —]‘, " Search Doemon 0 |
Organize v New folder Evy @
# Downloads  *  Name g Date modified Type Size
£ Recent Places ||
=k Containers 177/2011523PM  File folder
s | L LocalRepository 1/77/2011516PM  File folder
4 Libraries

1/7/2011 6:44 PM File folder

[Ep t o
- M“'_"“" g 571 Aneka.PAL Management 11/8/20101212PM _ Application 80KB
usic

e Pictures
B Videos

1™ Computer
&, Local Disk (C)
ca DATA(D) .

File name:  Aneka PALManagement v | Applications (".exe;".com;".icd)

= ==

5 Import and Export Data (32-bit) -

Path: C:\Program Files\Manjrasoft\Aneka. 2.0\Runt| |
A - \

You can choose which network location types to add this program to. A
( types... | [ add ][ cancel |

Figurel9. Locating and Selecting the Aneka Daen Executable.

G_C)’|ﬂ « Windows Firewsll » Allowed Programs - ] &,] | Seorch Con... 2 |

Allow programs to communicate through Windows Firewall
To add, change, or remove allowed programs and ports, click Change settings.

What are the risks of allowing a program to communicate? ¥ Change settings

Allowed programs and features:

Name

) Aneka.PAL Management
ranchiacheé - Content Hetrieval [Uses HI TH)
[CBranchCache - Hosted Cache Client (Uses HTTPS)
O BranchCache - Hosted Cache Server (Uses HTTPS)
O BranchCache - Peer Discovery (Uses WSD)

O Connect to a Metwork Projector

M Core Networking

O Distributed Transaction Coordinator

File and Printer Sharing

O HomeGroup

[JiSCSl Senace

O Key Management Service
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Figure20. Configuring the Daemon Network Access

The other option available is to enter specific rules to open inbound and outbound traffic through the
port that has been selected for the Aneka Daemon (by def@@@0). This is done by selecting the
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GAdvanced Settings YSydz AGSY 2y (GKS tST4 &AARS 2F (KS 2AyR2
advanced interface for controlling the behavior of the Windows Firewalindows Firewall with
Advanced SecurityThis application allows directly defining the firewall rules for what concerns inbound
and outbound trafficFigure21, Figure22, Figure23, and Figure24 show how to setup the details in
order to open port 9000 for the inbound traffic. The same process needs to be repeated for enabling the
outbound traffic on the same pott

@ Windows Firewall with Advanced Security

File Action View Help

e 2E@ = BE
Inbound Rul
1 Nome Group Profile ~ || inbound Rules -
By Vutbound Rules
B4 Connection Security Rules || @ Aneka.PAL Management Domair, (&3 New Rule.
B Monilannrg | .Aneka.PAL.Managemen! Domair 7 FIKQIEXPTO'IG - »
—— )
B Fireo' 'S New Inbound Rule Wizard =5 »
%% Conn : - -
£} Secud | Rule Type 4
Select the type of firewall rule to create L4
Steps:
o RisType What type of rule would you like to create?
9 o and Podt:
@ Action Program
o Pl Rule that controls connections for a pragram.
¢ Name © Port
Rue that controls connections for a TCP or UDP port

Predefined:

Rue that controls connections for a Windows experience.
Custom

Custom nie

Al

Figure2l. Entering an Inbound Rule.

Besides the selection of the TCP protocol and the appropriate port number, it is particularly amtport

to select the appropriate scope of the rule. The sets shown irFigure23 activate the rule for all the
types of networks. In general according to the specific network infrastructure and deployment scenario
of the Aneka Cloud it might beufficient to select only one of the possible options. It is a good practice
to give the minimum permissions when configuring security.

¥ Since the process for setting up an outbound rule is exactly the same as the one showed for the inibe.ifide
user can easily repeat the process without any other additional information.
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i Windows Firewall with Advanced Security

| Protocol and Ports

Fle Acion | NewinboundRuleWizad

Specfy the protocols and ports to which this rule apples.

Dioee this rule 2pply to TCF or UDP?

* v w v

Dipes this rule apply to all local ports or speciic local poris?
| Alllocal poris

‘@ Specilic local ports: 5000
Example: 80, 443, 5000-5010 l

Leam more sbout protocol and pors

Figure22. Specifying Protocol and Port Settings.

»
P Windows Firewall with Advanced Security

e @] R |

Steps:
@ Fule Type
@ Protocol and Pors

When does this rue apply?

[V Domain |
Applies when a computer is connected to ts comorate domain.

[V Private
Applies when a computer is connected to a pavate network location,

V! Public
Applies when a computer is connected to 2 public natwork location. l

Leam more about profies

v w w w

{ J

Je——————
<Back |[ Net> ]| concel
N—

Figure23. Selecting the Scope of the Rule.
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ﬂ Windows Firewall with Advanced Security = = =
File Action | @ New Inbound Rule Wizard ===
= ¥
ol - | Name
& Windows Fil | Specify the name and description of this nde
B2 Inbound| | o~
3 Outboun| | Steps:
M Conn | _
R 4 |@ PRule Type
2 B, Menitorif | ]
Bl Firew] | @ Protocol and Ports N
.‘_‘l. Conflll & Action
B Secu | & Profile Neme ‘
Aneka Daesmon (S000) Inbound (3
@ Name
Descaption foptional);

Enables the inbound traffic on pod 9000, This nde slows the Aneka Dasmon, istening on
peort 3000 to accept connections on tht port |

<Back |[ Fnsn |[  conea

Figure24. Documentingthe Rule Entered.

It is also a good practice to document the rule with appropriate information that helps the user to
quickly identify what is the purpose of the rule and the port, or the port range, it enables. Besides
providing a complete description i$ a good idea to quickly summarize in the name of the rule the
following information:

1 The name of the program or the application for which this rule has been created.
1 The port or the port range it operates on.
1 Whether the rule concerns the inbound traffor the outbound traffic.

This information helps to quickisecall the purpose of the rule when all thedivall rules are listed
together. Once the rule has been entered correctly, it will be displayed on the list of inbound rules as
show inFigure25.

TIP Firewall Rules

Since the two methods discussed here are meant to obtain the same goal, the
user should use the one that is more appropriate according to the specific
scenario and application enabled. The Aneka Daemon usés @re port,
therefore, there not too much difference between the two methods. But in case
we are setting up the firewall rule for &filr'P repositorjiosted on the maching

is easierto use the first method, which enables the networking for the
application rather than the single portsThe reason for this is because the FTP
server does not only require opening a port on which listening for incoming
connections but also opens other ports for uploading / downloading files if the

(@
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user requires to transfer @k. In particular, the FTP server shipped with Aneka
allows selecting the port range to use in order for data transfer. This port range
needs to be enabled for inbound and outbound traffic.

Figure25. Rule Listing.

NOTEthe mehod described in the previous pages for configuring the Windows Firewdll on
Windows 7 also applies to all the other scenarios in which it is necessary to open a
L322 NI 2 NJ | L2 NI NIy3aSe ¢KSNBETF2NBZ AQb 62y Qi
process andhe figure described here when elsewhere in this document it is required
to modify the configuration of the firewall.

Once the firewall has been properly set ilfg Aneka should properly reachable from thlanagement
Studioand no further problems shouldgbencountered in the management of the infrastructure.

Container Installation

The installation of Containers in the Aneka Cloud poses fewer problems, since several of the
authentication and networking problems that may apply to the deployment of contaihave been
already solved while troubleshooting the installation of the corresponding Aneka Daemon. Moreover,
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